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Abstract— Memory protection is a way to control memory
access rights on an embedded system. The main purpose of
memory protection is to prevent a task from accessing
memory without proper access permissions. Without memory
Protection memory segment like code and data segment are
vulnerable to memory related bugs and code injection attacks.
Memory related bugs arise due to corruption from one task to
another that grow in complexity over time until it crashes the
entire system. Such corruptions are hard to debug.
Furthermore code injection attacks continue to be one of the
major ways of computer break-ins and malwar e propagation
by injecting malicious code. For example: a. Kernel code
section has been corrupted by some task and later the same
section accessed by another task resulting in system crash or
system may display some undesired behaviour. In
aforementioned scenario it’s very difficult to catch the culprit
task. B. a hacker can inject malicious code into a running
process having modified the text section and transfer
execution to the injected code resulting in system’swr eckage.
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Introduction

Memory protection is required to intercept corruption at
earlier stage which would be helpful in debugging and aso
for security reasons for not allowing malicious code to get
executed.
Memory protection can be provided if system forbids code
section and read only data to get written at run time along
with barred execution from data section. Above mentioned
requirement can be summarized as:

e Kernel code section should always be executable
and read only.
e Kerne read only data (RO) should be read only and
not executable (NE).
e Kernel data should aways be not executable (NE)
but should have read write access (RW).
To achieve above requirements is also the main purpose of
this document.

I. HOW IT WORKS

In this paper, a mechanism is explained how to provide
kernel code and data protection. To test this feature a kernel
code is written which tries to modify the behaviour by
changing the function (created by module) address. Fig.1.
displays an example when a code section corrupted by a
task which latterly accessed by another task resulted in
crash.
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A. Protection on Kernel module function

Pointer= (int *) module_func;
Printk (“Befors corrupting code

#= insmod test_module ko
[37.452000] Before Corrupting Code

section”); Section

Pointer=0x77777777; @ [37.452000] After Corrupting Code
Printk (“After Corrupting Code section

section”); [37.456000] On calling Corrupted
Printk {“On Calling Corruptad Function

function”); [37.460000] insmod {228): undefined

madule_func (); //Late Detection instruction pc=bec0415c
[37.46000] Code: 5242004 eBbd4000

ebffffd5 eB9daBOQ (77777777)

Fig.1. Prototype code (existing scenario)

Before producing this scenario (memory protected), the
kernel sections are protected by applying permission over
them. Since kernel divides physical memory into pages and
sections. Sections are updated with permissions like kernel
text will be made as RX, kernel data and stack will be made
as RW. The trade-off is that each region is padded into
section-size (1MiB) boundaries.

Pointer= {int *} module_func;
Printk [“Before corrupting code
secticn”};

Set_memory_RO {pointer); //set
memory Protection
Pointer=0x77777777;

Printk [“After Corrupting Code

#2>insmod test_maodule ko
[21.684000) Before Corrupting Code
Secticn

[21.684000] Unzble to handle kernel
paging request at virtuzl address
bec00d00

=)

sectien”); [21.692000] pgd=e53c8000
Printk {“On Calling Corruptad [21.656000] [bec00000] *pgd=Tb15a811,
functien™); *pte=7blBeddf *ppte=7bl82652

medule funci): //Late Detection

Fig.2.kernel module function protection

B. Protection on Kernel own function

Here kernel functions are used to check sections
protections.

#>insmod test_modula. ko
[30.220000] Before Writing data
[30.224000] After Writing data
[30.228000] insmod (195): undefinad
instructicn: pc=c0137028
[30.228000] Code: elal2bi2 ebffff70
224bd010 e89daB10 (77777777)

..... e T L L L]

Pwalue= (int *) vmallog;

Printk [“Before Writing data \n");
Pualue=0x77777777;

Printk (“After Writing data \n");
Flush_cache_all {;

IMem = {int *} vmalloc {100);

=)

Fig.3. Existing scenario
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Pvalue= {int *) vmallog;

Printk [“Befors Writing data \n");
Pualue=0x77777777;

Printk (“After Writing data \n");
Flush_cache_all {);

Mem = (int *} vmalloc (100);

#=> insmod test_meodule ko
[85.632000] Before Writing data
[85.634000] Unzble to handle kernel
paging reguest at virtual address
c022edfc

[ 85.536000] pgd = e4c33000
....... Crashtesseeses

—

Fig.4. kernel function protection

Il. IMPLEMENTATION

ARMV7 supports variants of

architectures.

e ARMVY7, a profile requires inclusion of Virtual
Memory System Architecture (VM SA). This profile
uses MMU for memory translation and protection.

e ARMV7, R profile requires inclusion of Protected
Memory System Architecture (PMSA). This is for
real time system that does not include MMU but
provides memory protection using MPU.

memory  system

Aforementioned memory system architectures provide
mechanisms to split memory into different regions. Each
region can be configured with specific memory types and
attributes.

Linux kernel requires MMU for virtual address translation.
VMSA (ARMv7-A) will be considered for memory
protection in kernel. In VMSA MMU controls address
trandation, access permissions, and memory attribute
determination and checking for memory.

For instruction and data access, the possible settings are:
e Noaccess

e Read-only
e  Write-only
o Read/Write

For instruction accesses, additional controls determine
whether instructions can be fetched and executed from the
memory region. If a processor attempts an access that is not
permitted, amemory fault is signalled to the processor.

A. Address Trandlation

From virtual to physicad address trandation, MMU
performs Trandation table walks. First level table holds
descriptor containing  the base address and trandation
properties for a section. In case of pages it contains a
pointer to a second level table.

Second level table holds descriptor containing the base
address and translation properties for small or large pages.

Memory protection can be done by controlling access
permission and execute permission of amemory.

A.1 AP, Access permissions

To control Read/Write access to any memory, AP bits
needs to be controlled. For sections AP bits are present in
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first level descriptor and for pages AP are available in
second level descriptor.

31 24 23 20 18 18 17 16 15 14 121110 8 8 543210
Translation fault Ignored o|o
Coarse page table | Coarse page table base address P| Domain |B g Blo|1
F4 Z
. | N n . . X
Section (1MB) | Section base address o S|P EX AP P main a|CE o
s G % M
. - Y
Supersection | Supersection base N n “Ej N < X
{16MB} | address sBz is|1la|S|R ap Widhored (il ol W0
Translation fault | Reserved 1|1

Fig.5. First level Descriptor

A.2 XN, Execute-Never

When the XN bit is 1, a Permission fault is generated if
processor attempts to execute an instruction fetched from
the corresponding memory region.

3 161514 1211108 8 7 6 543 210

Translation fault Ignored oo

Large page (64KB) | Large page base address ﬁ TEX 5 SBZ AP |C Blo1

n
G

Extended small no
page (4KB)

Extended small page base address e

@)

] Q x
%/}”’ BJN

Fig.6. Second level Descriptor

B. How to protect Linux kernel code/data

The focus of this paper is to protect below three
categories of kernel code.

B.1 Kernel static code and data (which isloaded as a part
of ulmage)

ulmage are loaded in the form of sections and kernel
modules are loaded as pages on arm. As explained above, to
protect ulmage we need to protect sections by configuring
AP and NE bits of the first level descriptor. Kernel memory
is divided into sections. [Text+RO data], [data section].
Both text [executable] and RO [not executable] section has
different permission so it is required to preserve both
indifferent sections. This may result in some memory
wastage.

***Without memory protection: - Section alignment by
PAGE_SIZE***

.text: 0xcO008000 — 0xc0518ddc (5188 kB)

.init: 0xc0519000 — 0xc0550040 (221 kB)

.data: 0xc0552000 — 0xc058a7a0 (226 kB)

.bss: 0xc058a7a0 — 0xc06fcar0 (1481 kB)

After applying protections and modifying section alignment
to kernel sections.

***Memory Protection: - Section Alignment to IMB***
.text: 0xc0008000 — OxcO5c6dfc (5884 kB)

.init: 0xc0600000 — Oxc0633040 (205 kB)

.data: Oxc0634000 — 0xc0669a60 (215 kB)

.bss: 0xc0669a60 — 0xc078abd0 (1157 kB)

Since kernel sections are aligned by 1MB boundary.
Minimizing size may lead to tlb performance issues. So it's
not recommended. Above figure is observed after aligning
sections to IMB boundary.
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B.2 Dynamic kernel modules

Loadable modules are loaded in the form of pages. To
protect them we need to configure AP and NE bits of
second level descriptor.

B.3 Init data in case of both static and dynamic code/data

There are certain set of data which are initialized once
and then always treated as RO. We cannot protect such data
from corruption as these are not in RO section. To protect
such data we can declare them as constants so that loader
can load them into RO section. Before initializing we need
to disable the protection and after initialization we can
enable it back.

I11. CONCLUSION

As displayed above, having configured page table entries
memory protection can be provided.
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